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Chapter 1

Introduction

The difficulty of building concurrent software systems has sparked a large research effort to develop
formal approaches to the design and analysis of these systems. To reason formally about real-world
systems, tool support is necessary; consequently, a number of tools embodying various analyses have
been developed. Some of these tools include capabilities for performing automatic verification. In
general these tools offer decision procedures that answer the verification question: does system sys
satisfy specification spec? The tools differ in the formal notation used to describe systems and give
specifications and in the decision procedures used to determine whether or not a system meets its
specification. This document describes how to use a particular automatic verification tool: The
Concurrency Workbench of the New Century (CWB-NC, previously called Concurrency Workbench
of North Carolina) [23, 11].

The CWB-NC provides support for automatically answering the verification question: does sys-
tem sys satisfy specification spec? To implement such a tool, the verification question must be
formulated more carefully by fixing the following:

e a precise notation for defining systems
e a precise notation for defining specifications
e what it means for a system to satisfy a specification

The CWB-NC supports several formulations of the verification question.

The simplest type of verification supported by the tool is reachability analysis. Here, as in each
type of verification, the first step in using the tool is to write a description of the system at hand
in one of the several design languages supported by the CWB-NC. The description is then parsed
by the tool and checked for syntactic correctness. The user then gives a logical formula describing a
“bad state” that the system should never reach. Given such a formula and system description, the
CWB-NC explores every possible state the system may reach during execution and checks to see if
a bad state is reachable. If a bad state is detected, a description of the execution sequence leading
to the state is reported to the user. Many bugs such as deadlock and critical section violations may
be found using this approach.

Reachability analysis is actually a special case of a more general type of verification called model
checking. In the model checking approach a system is again described using a design language and
a property the system should have is formulated as a logical formula. However, in model checking
rather than specifying a “bad state” to be searched for among the reachable states of the system, the
given formula defines a behavior the system should or should not have as it executes. The logic used
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for expressing formulas contains temporal operators enabling one to describe how a system behaves
as time passes rather than simply a characteristic of the system at a particular point in time. Using
such a temporal logic one can state properties such as the following:

e “eventually event a will occur”
e “it is always the case that after an a event the event b eventually occurs”

The CWB-NC includes a model checker for determining whether systems satisfy formulas written in
two different temporal logics, the modal mu-calculus and GCTL* . The former is a very expressive,
and many other logics may be efficiently translated into the mu-calculus; therefore, it may serve as
the basis for model checking in a variety of different logics. The CWB-NC checks CTL [6] formulas
using this approach. The drawback of the mu-calculus is that is is difficult to encode certain kinds
of properties, such as those involving fairness constraints. GCTL* [1] captures such properties more
easily.

A third type of verification supported by the CWB-NC involves using a design language for
defining both systems and specifications. Here the specification describes a system behavior more
abstractly than the system description. A binary relation over terms in the design language is
defined such that a system satisfies a specification if the two terms in the design language (the
system and specification) are related by the relation (called a behavioral relation). Two basic
approaches have been advocated for defining behavioral relations. If a relation  is an equivalence
relation (i.e. a relation that is reflexive, symmetric, and transitive), then two terms related by g
behave the same according to some criteria. Different relations may be defined to capture different
notions of behaving the same. In a second approach (3 is defined as a preorder (i.e. a relation that
is reflexive and transitive) and (Sys, Spec) € § indicates that Sys behaves the same or better than
Spec. Efficient algorithms have been developed for equivalence and preorder checking [24, 5] and
routines for performing these types of verification have been implemented in the CWB-NC. The
CWB-NC provides appropriate diagnostic information for explaining why two systems fail to be
related by a given semantic equivalence or preorder.

The design of the system exploits the language-independence of its analysis routines by localizing
language-specific procedures (syntactic analyzers, semantic functions) in one module. This enables
users to change the system description language of the CWB-NC using the Process Algebra Compiler
of North Carolina (PAC-NC) [22, 10]. Using this tool a number of front ends have been implemented
to support a number of different design languages which are listed in Section 3.1.

In order to enable the tool to handle large “real-world” systems we have also paid great attention
to 1ssues of time- and space-efficiency.

Acknowledgements. The authors of this manual would like to thank S. Arun-Kumar and Alex
Groce for contributing the implementation of the SCCS front-end and GCTL* model checker,
respectively.



Chapter 2

Preliminaries

2.1 Obtaining the CWB-NC

The tool is available free of charge and may be obtained from the following URL:
http://www.cs.sunysb.edu/ " cub

This web page also includes the directions that follow.

2.2 Revision History

2.2.1 Version 1.2

This is the current version of CWB-NC and was released in June 2000. The official name for the
CWB-NC was changed to the Concurrency Workbench of the New Century in honor of the group’s
move from NCSU to SUNY at Stony Brook.

New Features

e Model-checking for the temporal logic GCTL* [1], a extension of traditional CTL* [12], is now
supported. See the man page for chk for the details about how to check if a system satisfies a
GCTL* formula. Files containing GCTL* formulas should use .gctl as the file extension.

e A model-checker based on Alternating Biichi Tableau Automata (ABTAs) [1, 2] checker has
been implemented. The GCTL* model checker works by translating GCTL* formulas into
ABTASs; other temporal logics may be checked similarly. Currently the ABTA model checker
is activated if the property is written in GCTL* formula, while CTL and mu-calculus still use
the existing mu-calculus model checkers.

e Support for a new designed language, S(ynchronous)CCS, has been included in this release.

e The CWB-NC now runs on win32 platforms (Windows 95/98 /NT).
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Improvements

e r-actions in TCCS may now have labels attached. This permits the “cause” of a synchroniza-
tion to be observed.

e A Red Hat Linux RPM package has been included in this release.

e Pre-compiled distributions are now stand-alone executable binaries rather than heap-image
binaries. Users can run these stand-alone executables without installing the SML/NJ run-
time environment. Pre-compiled heap image binaries will be discontinued from this release.

e The installation procedure has been upgraded. Users may now reconfigure the CWB-NC by
re-running the installation script appropriately.
Changes

e The standard distribution has been renamed as the “base distribution.”

2.2.2 Version 1.11

This version was released in May 1998.

Improvements
e Slight performance improvements were made to the reachability analysis routine (search).
e The tool now compiles under SML of New Jersey Version 110, the latest general release. If
you are obtaining a binary distribution, this will not affect you.
Bug Fixes
1. An overflow error in a hash function was corrected.

2. Several bugs in the es command were fixed.

2.2.3 Version 1.1

Version 1.1 became available in September, 1997. This release provides several bug fixes, several
new features, and some minor improvements to the documentation.

New Features

e A general purpose reachability analysis routine searches a system’s state space for a state
satisfying a given formula. When such a state is found, the simulator is invoked with the path
to the state pre-loaded. See the man page for the search command for details.

e A find deadlock £fd command has been implemented as a special case of the reachability routine.

e A version of the simulator for the graphical user interface has been implemented. This is
particularly useful for examining sequences returned by the search and £d commands.

e The save command was added to save an automaton to a file after it has been compiled from
a system description.



2.3. INSTALLING THE CWB-NC

-~

The transitions command and simulator may now be invoked in “observational equivalence”
mode meaning that each transition displayed may in fact be a sequence of transitions such
that zero or more internal actions are followed by an action (either visible or internal) which
is followed by zero or more additional internal actions.

Support for two new design languages (Timed CCS and CSP) is included in this release;
however, these interfaces have not been tested extensively, so they should be considered an
alpha release. Please report any bugs encountered.

Changes

In the syntax of the mu-calculus, braces ({ and }) are no longer used for the action set
arguments to the modal operators. See Section 5.1 for details.

Bug Fixes

1.

In alternation free model checker, nested variables were handled incorrectly for some formulas.
The translator to L2 format worked incorrectly in some cases.

The strongly connected components routine used in the graph transformation to compute
observational equivalence failed in some cases.

In the Basic LOTOS command line, ”min foo[a,b] bar[c,d]” was accepted rather than reporting
an error since the second argument to min must be an identifier.

2.2.4 Version 1.0

The original release of the tool was labeled Version 1.0 and occurred in September, 1996.

2.3

Installing the CWB-NC

2.3.1 Installing Binaries

Pre-compiled binaries for the system on the following architecture/operating system combinations
are now available:

| Architecture | Operating System |
SPARC Solaris 2.x
x86 Linux
x86 win32 (Windows 95/98/NT)

Installing the binary distribution is much easier than compiling the sources (and does not require
that you have SML-NJ installed on your system), so if one of the above combinations meets your
needs this is probably the option you should choose.
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Generic Solaris/Linux Binary Installation

To install a binary distribution under Solaris/Linux do the following.

1. Create a directory on your system in which the CWB-NC will reside.
% mkdir cwb-nc

2. You will need to obtain the CWB-NC installation script and at least two gzipped tar files.
The first tar file contains the CWB-NC base distribution comprising examples, documentation,
and other common files. The other compressed tar file(s) you must obtain are pre-compiled
stand-alone executable binaries for each architecture/operating system combination you wish
to install. You may pick up the files you need from the web page which includes the following:

e The CWB-NC installation script:
— install-cwb-nc.sh

e Base distribution:
— cwb-nc.tar.gz

e Pre-compiled binaries:
— cwb-nc-sparc-solaris-bin.tar.gz

— cwb-nc-x86-linux-bin.tar.gz

Place these files in the newly created CWB-NC directory on your system. If you have multi-
ple platforms sharing the same file system, you only need to obtain one copy of the standard
distribution, along with the pre-compiled binaries for each architecture/operating system com-
bination you wish to install. Place all files in the same cwb-nc home directory. When the files
are extracted from the tar files, they will be placed in the proper subdirectories (of the cwb-nc
home directory). The CWB-NC is configured to automatically determine at run time the ar-
chitecture and operating system on which the CWB-NC is being run and load the appropriate
binaries.

3. If you wish to use the CWB-NC graphical user interface, then Expectk (version 5.20 or later)
must be available on your system. This program combines Tcl-Tk with Expect and allows
a graphical interface to communicate with a text-based user interface. Expectk is free and
available at £tp.cme.nist.gov as pub/expect/expect.tar.gz. Expectk 5.20 requires Tcl 7.5
and Tk 4.1 which are also free and available at ftp.sunlabs.com as pub/tcl/tcl7.5pl.tar.Z
and pub/tcl/tk4.1pl.tar.Z. The Expect home page may be found at:

URL http://www.cme.nist.gov/pub/expect/.
and the Tcl home page may be found at:
URL http://www.smli.com/research/tcl/.

If you wish to use the CWB-NC graphical user interface, make sure Expectk is installed on your
system and be prepared when running the CWB-NC installation script to give the absolute
path to the directory in which Expectk resides. If you wish to use only the text-based user
interface, then Expectk is not necessary. If you wish to add support for the GUI at a later
time, simply install Expectk, then re-run the CWB-NC installation script.
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4. Make sure install-cwb-nc.sh is executable.
% chmod +x install-cwb-nc.sh
5. Run the installation script.
% install-cwb-nc.sh

You will be queried for a few pieces of information and then the distribution will be unpacked
and installed. If you wish to support different architecture/operating system combinations,
simply re-run the installation script on the different platforms you wish to support.

6. The system is now ready to go! The script for running the system is .../cwb-nc/bin/cwb-nc.
See Chapter 3 for details on how to invoke and use the system. Have fun.

Installing Linux Binaries using Red Hat RPM

If you are running Red Hat Linux 6.0 or higher, you may use the CWB-NC RPM package to
expediate the installation. To use this option do the following,

1. Download cwb-nc-1.2-0.1386.rpm
2. You have to have the root privilege to install the RPM packege. Type the following command,
%rpm -i cwb-nc-1.2-0.i386.rpm

You are done! By default the CWB-NC is installed at /usr/share/cwb-nc. If you want to
customerize the installation path, you may use the following command instead.

%rpm -i --prefix <your CWB-NC path> cwb-nc-1.2-0.i386.rpm

Installation procedure will automatically search for expectk by examining the PATH environ-
ment variable. Redhat Linux 6.0 has included expectk. If you chose the standard setup when
installing the linux, expectk most likely has been installed at

/usr/bin/expectk

Once expectk has been found, the installation procedure will configure the script file for the

CWB-NC GUL You may use flag -gui to activate the CWB-NC GUL

To uninstall the CWB-NC, type
%rpm -e cwb-nc-1.2-0

Remember that you need root privilege to install/uninstall RPM packages.
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Installing the CWB-NC on Win32

Beginning with Version 1.2, a binary distribution of the CWB-NC is also available for Win32 plat-
forms (Windows95/98/NT/2000). The installation process for the CWB-NC on win32 platforms
follows the standard installation procedure recommended by Microsoft.

To install the CWB-NC on Win32 platforms do the following,

1. Download cwb-nc-win32-1.2.z1p

2. Unzip the downloaded file to a temporary directory. There are many compress/uncompress
windows utilities supporting the ZIP format; for example, you may check WINZIP’s homepage
wwW.winzip.com for more information.

3. Double-click on setup.exe to start the installation, then follow the instructions. Note that
long path names are not supported by current SML/NJ, so avoid using them for the target
directory of CWB-NC. Setup will create a new program group for CWB-NC. Each supported
design language will have a shortcut in the group. You may click the shortcuts to launch
CWB-NC for the given language. You may also run CWB-NC by typing

<your CWB-NC path>\bin\cwb-nc <lang>

at the DOS prompt.

To uninstall the CWB-NC, click “Uninstall the CWB-NC” icon in CWB-NC program group.

2.3.2 Compiling Sources

If pre-compiled binaries are not available for your platform, then you may compile the system from
the source distribution.

Compiling the CWB-NC requires SML of New Jersey Version 110, which is available free of
charge from :

http://cm.bell-labs.com/cm/cs/what/smlnj/index.html

This is the latest general release of SML-NJ. The CWB-NC will most likely compile under subsequent
working releases although we have not done so. In addition to the compiler you will also need ml-lex,
ml-yacc, and the Compilation Manager all of which are included with the distribution located at the
above URL. SML-NJ 110 is available on the following platforms:

| Architecture | Operating System |
DEC Alpha Digital Unix 4.0
HP HPPA HPUX 10.1
SGI MIPS R4400, R10000 Irix 5.3,6.2-6.4
Sparc SunOS 4.1.3, Solaris 2.5.5
IBM RS6000, PowerPC 601 Aix 3.24.1
Intel x86 FreeBSD, Linux, win32

The CWB-NC graphical user interface requires Expectk Version 5.20 or later. See the description
under installing pre-compiled binaries for details.
To install from the source distribution do the following:
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1. Create a directory on your system in which the CWB-NC will reside.
% mkdir cwb-nc

2. You will need to obtain the CWB-NC installation script and two gzipped tar files. The first
tar file contains the CWB-NC standard distribution containing examples, documentation, and
other common files. The other tar file contains the CWB-NC sources. You may pick up the
files you need from the web page which includes the following:

e The CWB-NC installation script:
— install-cwb-nc.sh

e Base distribution:
— cwb-nc.tar.gz

e Source distribution:

— cwb-nc-src.tar.gz

Place these files in the newly created CWB-NC directory on your system.

3. Make sure install-cwb-nc.sh is executable.
% chmod +x install-cwb-nc.sh

4. Run the installation script.
% install-cwb-nc.sh

If the script does not run, the most likely problem is that that the Bourne Shell is not located
in /bin/sh on your system. If this is the case, locate the Borne Shell on your system and
change the first line of install-cwb-nc.sh. You will be queried for a few pieces of information
and then the distribution will be unpacked, compiled, and installed. If you wish to support
different architecture/operating system combinations, simply re-run the installation script on
the different platforms you wish to support (of course SML-NJ 110 must be installed on each
platform).

5. You will be asked which design languages you want to support. The nstallation script will
configure the source code according to your choice(s). You may choose if the code for the
chosen languages are also to be compiled during the installation. Tips: Configuring support
for a design language won’t cost you extra time but compilation will, so answer yes for all the
languages you wish to support. You may run the following command later to compile a design
language

% <your CWB-NC path>/src/make-cwb <lang>

The configuration files are automatically created by the installation script according to the
paths you entered. If you relocate the whole CWB-NC directory tree to a different place, just
run the installation script again to re-configure the CWB-NC.

6. The script for running the system may be found in <your CWB-NC path>/bin/cwb-nc. For
details on how to use the system, see Chapter 3 of this manual. Have fun!
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2.4 Feedback and Bug Reports

Please send comments and bug reports to cwb-nc@cs.sunysb.edu. All feedback is greatly appre-
ciated. Over the first year and a half of its existence the CWB-NC has benefited greatly from user

feedback. Thanks to all who have given comments.



Chapter 3

Using the CWB-NC

This section explains via a number of simple examples how to use the CWB-NC. The general
procedure for using the tool is for the the user to first create a program in the desired design language
describing the behavior of a concurrent system. This program is stored in a file as a sequence of
declarations and then loaded into the CWB-NC. Once the file is loaded the user may then invoke
various analysis routines to investigate the behavior of the concurrent system at hand.

3.1 Invoking the CWB-NC

The tool 1s invoked with the command:

cub-nc design-language [-guil

which takes one required and one optional argument. The required argument indicates the design
language to be used for describing systems. Currently available languages are:

Design language

Command line argument

Milner’s Calculus of Communicating Systems (CCS) [20] ccs
Milner’s Synchronous Calculus of Communicating Systems (SCCS) [19] | sccs
Version of CCS with prioritized actions [8] pces
Version of CCS with timed actions [21] tces
Hoare’s Communicating Sequential Processes (CSP) [17] csp
Basic Lotos [3] lotos

The examples here use CCS as the design language. The tool is used in exactly the same fashion
for other languages. See Section 7 for details on the syntax and semantics of each language. If the
-gui flag is given then a graphical user interface will be invoked; otherwise a text-based interface
is initiated. Both of the user interfaces consist of a read-eval-print loop in which the CWB-NC

repeatedly accepts a user request, executes it, and displays a result.

13
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3.2 The CWB-NC Text-Based User Interface

The CWB-NC text-based user interface offers a set of UNIX-like commands for invoking the various
analysis routines offered by the tool. This section introduces some of the CWB-NC commands.

3.2.1 Command Line Conventions

The CWB-NC text interface is started as follows:

% cub-nc ccs

The Concurrency Workbench of the New Century
(Version 1.2 --- April, 2000)

cwb-nc>

When the prompt (cwb-nc>) appears, the user may enter a CWB-NC command. The CWB-NC
adopts a C-shell-like philosophy toward commands. That is, commands are interpreted as space-
separated sequences of words. Some commands may also be given flags. As an example, the following
command checks for trace equivalence between agents Al and A2.

cwb-nc> eq -5 trace Al A2

The -S flag indicates that the semantics to be used is trace semantics. When no -S flag is given,
observational equivalence is computed by default.

Just as in the C-shell, if an argument to a command contains an embedded space then the
argument needs to be surrounded with quotation marks. For example,

cwb-nc> eq "a.nil + b.nil" A2

compares agent a.nil + b.nil with agent A2.
A \ may be used at the end of a line as a continuation character to allow commands to extend
over one line. For example

cwb-nc> eq Al \
A2

compares A1 and A2 with respect to observational equivalence.

3.2.2 A Simple Example

We now demonstrate some of the primary CWB-NC commands by using the tool to examine a simple
version of the Alternating Bit Protocol, which is shown in Figure 3.1 and is included in the CWB-NC
distribution. The file includes two versions of the protocol; the first employs a safe medium that
never loses any messages, and the second uses a lossy medium that may arbitrarily drop messages.
The sequence of CWB-NC commands and responses described in the following appears in Figure 3.2.
After the CCS-text version of the CWB-NC is started, the load command is used to load the
system description contained in the file abp.ccs. The .ccs suffix is required of system designs
written in CCS. The 1s command may be used to list the agents currently loaded in the system
and available for analysis. This list now includes the two versions of the protocol ABP-safe and
ABP-lossy, their specification Spec, as well as the various sub-components of the two systems.
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*
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*

abp.ccs (written by Rance Cleaveland)
This file contains a version of the Alternating Bit Protocol.

The specification of the protocol is represented by the agent
"Spec', and there are two implementations, 'ABP-lossy', which
uses a lossy medium "Mlossy", and 'ABP-safe, which uses a
reliable medium '"Msafe".

"ABP-lossy' 1is correct in the sense that it is observationally
equivalent to '"Spec", whereas ''ABP-safe" is not.

F KK KRR KRRk KRR KR KRR KR KRR KKK Rk K KK Rk K Kk Rk K Kk

proc Spec = send.’receive.Spec

¥4k

The definition of the sender

proc SO = send.S0’

proc SO’ = ’s0.(rack0.S1 + rack1.S0’ + t.S0’)
proc S1 = send.S1’

proc S1’ = ’s1.(rack1.S0 + rack0.S1’> + t.S1’)
#**¥ The definition of the receiver

proc RO = r0.’receive.’sack0.R1 + ri1.’sackl1.RO + t.’sackl.RO
proc Rl = ri.’receive.’sack1.RO + r0.’sack0.R1 + t.’sack0.R1

The definition of the reliable medium ''Msafe'

proc Msafe = s0.’r0.Msafe + si1.’rl.Msafe +

sack0.’rackO.Msafe + sackl.’rackl.Msafe

The definition of the lossy medium 'Mlossy"

proc Mlossy =

*¥k

s0.(’r0.Mlossy + Mlossy) + si.(’rl.Mlossy + Mlossy)
+ sackO.(’rack0.Mlossy + Mlossy) + sackl.(’racki.Mlossy + Mlossy)

The definition of the safe implementation '"ABP-safe"

proc ABP-safe = (RO | Msafe | SO)\Internals

ETT]

The definition of the lossy implementation 'ABP-lossy'

proc ABP-lossy = (RO | Mlossy | SO)\Internals

set Internals = {r0O,r1,s0,s1,rackO,rackl,sackO,sackl}

Figure 3.1: The file abp.ccs includes a CCS description

Protocol.

15

of two versions of the Alternating Bit
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% cwb-nc ccs
The Concurrency Workbench of North Carolina
(Version 1.0 --- September, 1996)

cwb-nc> load abp.ccs

Execution time (user,system,gc,real):(0.060,0.040,0.000,0.162)
cwb-nc> 1s

===jAgent===

Spec

S0

S0’

s

s1?

RO

R1

Msafe
Mlossy
ABP-safe
ABP-lossy

===Set===
Internals
===Formula===

Execution time (user,system,gc,real):(0.050,0.010,0.000,0.075)
cwb-nc> eq -S obseq Spec ABP-safe
Building automaton...
States: 51
Transitions: 76
Done building automaton.
Transforming automaton...
Done transforming automaton.
FALSE...
Spec satisfies:
[[send]]<<’received>tt
ABP-safe does not.
Execution time (user,system,gc,real):(0.240,0.040,0.000,0.311)
cwb-nc> eq Spec ABP-lossy
Building automaton...
States: 59
Transitions: 132
Done building automaton.
Transforming automaton...
Done transforming automaton.
TRUE
Execution time (user,system,gc,real):(0.290,0.030,0.000,0.406)
cwb-nc> load abp.mu
Execution time (user,system,gc,real):(0.030,0.000,0.000,0.160)
cwb-nc> chk ABP-safe can_deadlock
Invoking alternation-free model checker.
Building automaton...
States: 49
Transitions: 74
Done building automaton.
TRUE, the agent satisfies the formula.
Execution time (user,system,gc,real):(0.150,0.000,0.000,0.161)

USING THE CWB-NC

Figure 3.2: Sample CWB-NC session using Alternating Bit Protocol example



3.3. THE CWB-NC GRAPHICAL USER INTERFACE 17

We now compute whether ABP-safe and Spec are observationally equivalent. The CWB-
NC equivalence checking routines are invoked with the eq command, with the semantics flag -S
semantics-type indicating the particular equivalence relation to be computed. The obseq argument
given here indicates observational equivalence. In the case of this invocation of the eq command
the result is displayed virtually instantly; however, for larger systems that take longer to analyze,
messages such as Building automaton... and Done building automaton report the progress of
the computation to the user. The number of states and transitions constructed to model to behavior
of Spec and ABP-lossy is also reported. The FALSE indicates that the two agents are not obser-
vationally equivalent and the ensuing distinguishing formula ([[send]]<<’receive>>tt) explains
why they are inequivalent. See Section 4.1 for an explanation of distinguishing formulas. Note that
the next eq command issued has no -S flag; here, the default value, obseq, of the -S flag is used,
and the CWB-NC checks whether ABP-lossy is observationally equivalent to Spec. In this case the
two agents are indeed equivalent.

The next two commands show how to use the CWB-NC model checker to determine if a system
has a property specified as a mu-calculus or CTL formula. The file abp.mu contains a mu-calculus
formula, can_deadlock, which holds of a system if it is capable of reaching a state where no further
actions are possible. We see that the property holds of ABP-safe, thus explaining why it is not
equivalent to Spec. This deadlock could alternatively been detected with the £d command (find
deadlock) which finds the deadlock and then invokes the simulator with the path to the deadlock
state preloaded. Note that the £d command is a specific case of the more general search command
described in Section 6.2.

3.3 The CWB-NC Graphical User Interface

Figure 3.3 contains a diagram of the CWB-NC graphical user interface. To demonstrate how to use
the GUI, we describe the sequence of interactions which lead to the GUI state shown in the diagram.
In the following we write click(n) to mean clicking with mouse button n.

e Invoke CWB-NC with -gui flag (cwb-nc ccs -gui) in the directory containing the Alternat-
ing Bit Protocol example (abp.ccs).

e The tool status message will display Initializing system. .., then Ready.

e Click(1) in the load entry box bringing it in focus, then type: abp.ccs to load the Alternating
Bit Protocol example. Hitting return in the load entry box or clicking(1) the load button
causes the file to be loaded and a list of variables bound in the file to be displayed in the
variable list. These items are now loaded in the CWB-NC and may be passed as arguments to
the various analysis routines. The initial list displays agent variables. Select an item from the
environment menu to change the type of variables displayed. For example, selecting the Set
menu item displays a list of the variables bound to sets of actions in the abp.ccs file. Also
notice that after initiating the load, the message load abp.ccs appears in the results window
to indicate the action the cwb-nc is taking. This is the command that would be issued to the
text interface to perform the given task.

e Click(1) on the first item in the variable list, Spec. This causes Spec to be displayed in reverse
video indicating that it is selected. Click(2) in the top analysis entry box (now labeled Agent
1). This drops Spec in the entry box. Alternatively, Spec could have been simply typed in the
entry box. Repeat the process to enter ABP-lossy in the lower entry box. To view the item a
variable is bound to double-click(1) on the desired variable in the variable list.
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1 3 4 7 6
- ‘ cwb-nc ‘ O “:|
Status: Ready Quit
I Load | | abp.ccs | | Environment |
| {| load abp.ccs Spec —
Y
" "o " 50’
eq -S obseq "Spec ABP-lossy s1
Building automaton. .. §17
States: 59 RO
Transitions: 132 R1
Done building automaton. Msafe
Transforming automaton. .. Mlossy
Done transforming automaton. ABP-safe
TRUE ABP-lossy
Execution time (user,system,gc,real):(0.260,0.010,0.000,0.476)
Analysis
Equivalences | Preorders Model Checking | Other |
Mode: Observational Equivalence | FExecute | | Clear |
Agent 1: | Spec |
Agent 2: | ABP-lossy \ | :
10 11 12 13 14
1. Tool status message 8. Variable list scrollbar
2. Load button 9. Variable list
3. Load entry box 10. Analysis menu bar
4. Results window 11. Current analysis mode
5. Results window scrollbar 12. Analysis entry boxes
6. Quit button 13. Execute button
7. Environment menu button 14. Clear button

Figure 3.3: The GUI after loading a system description and running a check for observational
equivalence.
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e Click(1) on the execute button. This causes the tool to check whether or not Spec and ABP-
lossy are observationally equivalent and display the answer in the results window. The GUI
should now appear as it does in Figure 3.3.

To perform a different type of analysis, one changes the analysis mode by selecting an item from
a menu on the analysis menu bar. For example, by selecting Bisimulation from the Equivalences
menu one may check whether two agents are bisimulation equivalent. When this menu item is selected
the current analysis mode changes from observational equivalence to bisimulation equivalence and
the CWB-NC is ready to compute bisimulation equivalence. Clicking(1) the execute button (with
Spec and ABP-lossy still in the analysis entry boxes) begins the computation. The FALSE displayed
in the results window indicates that the agents are not bisimulation equivalent and a distinguishing
formula ([t]£f) satisfied by Spec but not by ABP-lossy is displayed. See Section 4.1 for explanation
of how to interpret distinguishing formulas. Intuitively this formula indicates that Spec is unable to
perform a t action (the CCS internal action 7), but ABP-lossy is capable of performing a t action.
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Chapter 4

Behavioral-Relation-Based
Verification

The preceding chapter introduced the eq command as the vehicle for invoking the CWB-NC equiva-
lence checking routines. The -S flag indicates the particular equivalence relation to check. Currently
supported arguments are bisim (bisimulation equivalence), obseq (observational equivalence), trace
(trace equivalence, also called may equivalence), and must (must equivalence). The 1e command is
used in exactly the same fashion to compute preorders. The currently supported arguments to its
-S flag are may and must for the may and must preorders respectively.

4.1 Diagnostic Information

When two systems fail to be related by a given behavioral relation, the CWB-NC returns diagnostic
information to explain why the systems are not related [7]. The information consists of a property
that one system has but the other does not. The way the property is formulated varies depending
on the relation being computed.

4.1.1 Bisimulation Equivalence

When two systems are not bisimulation equivalent, the CWB-NC returns a Hennessy-Milner Logic
(HML) formula [16] satisfied by one system but not the other. The syntax of HML formulas is
defined by the following grammar, where a is an action.

G =tt|££|BAD|D VS| (a)®|[a]®

The formula tt holds of every state, while the formula ££ holds of no state. The formula ®; A @5
holds of a state if both ®; and ®5 hold of the state, likewise ®; V ®5 holds of a state if either ®; or
®, hold of the state. The modal formula (a)® holds of a state if the state has some a-derivative at
which ® holds, and [a]® holds at a state if all a-derivatives of the state satisfy ®.

The following example demonstrates the use of HML formulas as diagnostic information.

cwb-nc> eq -S bisim "a.b.nil + a.c.nil" "a.(b.nil + c.nil)"
Building automaton...

States: 9

Transitions: 9

21
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Done building automaton.
FALSE. ..
a.b.nil + a.c.nil satisfies:
<a>[b]ff
a.(b.nil + c.nil) does not.
Execution time (user,system,gc,real):(0.040,0.000,0.000,0.085)

The HML formula here indicates that the first agent has an a-transition to a state that has no
b-transition; however, the second agent does not satisfy the formula, so after every a-transition it
always has an enabled b-transition.

4.1.2 Observational Equivalence

To explain observational inequivalence, a variation of HML is used that employs weak modal oper-
ators that abstract away from internal computation. The modified syntax is given by the following.

B=tt|[££|DAD| DV | ((a))® |[[a]]®

We say that ¢ is a weak a-derivative of p if p can engage in a sequence of transitions, one of them
labeled by a and the rest internal, leading to q. The modal formula ({a))® holds of a state if the state
has some weak a-derivative at which ® holds, and [[a]]® holds at a state if all weak a-derivatives of
the state satisfy ®.

The following example demonstrates diagnostic information for observational inequivalence. Re-
call that t is the CWB-NC CCS notation for the internal action 7.

cwb-nc> eq -S obseq "a.t.(b.nil + c.nil)" "a.b.nil + a.c.nil"
Building automaton...
States: 7
Transitions: 8
Done building automaton.
Transforming automaton...
Done transforming automaton.
FALSE...
a.t.(b.nil + c.nil) satisfies:
[[all<<b>>tt
a.b.nil + a.c.nil does not.
Execution time (user,system,gc,real):(0.030,0.030,0.010,0.105)

4.1.3 May Equivalence (Preorder)

When two systems are not may equivalent (or not related by the may preorder), the CWB-NC
returns an action trace which one may perform but the other may not. The returned traces are

simply space delimited sequences of actions.
The following shows the use of traces as diagnostic information.

cwb-nc> eq -5 may "a.b.nil + a.c.nil" "a.b.nil"
Building automaton...

States: 5

Transitions: 5

Done building automaton.

Transforming automaton...

Done transforming automaton.
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FALSE. ..
a.b.nil + a.c.nil has trace:
ac
a.b.nil does not.
Execution time (user,system,gc,real):(0.030,0.010,0.000,0.083)

4.1.4 Must Equivalence (Preorder)

When two systems are not must equivalent (or not related by the must preorder), the CWB-NC
returns a test that one must pass and the other may fail. The returned tests have the following
form, where a, a; are actions.

test = actSequence ( acceptanceSet )
| actSequence CONV

actSequence =
| a— actSequence

acceptanceSet = ay.PASS + a5.PASS + ... + a,,.PASS

A system must pass the test actSequence ( acceptanceSet ) if in every state the system reaches after
performing the sequence of actions in actSequence, some action in acceptanceSet can be performed.
A system must pass the test actSequence CONV if in state the system reaches after performing the
sequence of actions in actSequence is convergent. (A convergent state is one in which the system is
not capable of performing an infinite sequence of internal actions.)

The use of tests as diagnostic information is demonstrated below.

cwb-nc> eq -S must "a.b.(c.nil + d.nil)" "a.(b.c.nil + b.d.nil)"
Building automaton...
States: 8
Transitions: 9
Done building automaton.
Transforming automaton...
Done transforming automaton.
FALSE...
a.b.(c.nil + d.nil) must pass:
a->b->(d.PASS)
a.(b.c.nil + b.d.nil) may fail it.
Execution time (user,system,gc,real):(0.030,0.020,0.000,0.116)
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Chapter 5

Temporal-Logic-Based Verification

The CWB-NC includes facilities for determining whether or not a system satisfies properties ex-
pressed in two temporal logics: an enriched form of the modal mu-calculus [18, 13] that includes
the operators of Computation Tree Logic (CTL) [6], and Generalized CTL* (GCTL* ). To use the
model checkers for these logics, one first creates a file containing definitions of properties of interest.
mu-calculus formulas, the file name must end in the su x for GCTL*, the file name must end
in the the su x. (Note that one cannot include oth mu-calculus and GCTL* in the same
file.) ne then loads this file and the file descri ing the system description into a CWB-NC session
with the command and in okes the model checker with the k command. The L ag to this
command specifies the logic the formulas are written in: L, which is the default, in okes a
mu-calculus checker, while L is uses for GCTL* formulas.
The rest of this chapter descri es the logics in more detail. or each we gi ea acc-like grammar,
ased on the input to the ~ C-NC front-end generator [ | 1 ], that defines the concrete syntax of
the logic. We also gi e an informal semantics as well as examples illustrating how properties may
e formulated.

To use the mu-calculus model checker, one creates a file containing formulas of interest, loads
it, and then runs the model checker using the command. The may e omitted.

y

file consists of a list of white-space-separated proposition declarations igure .1 makes
the syntax precise. inds proposition to a proposition aria le
The propositions true and false ( and ) are atomic. roposition aria les may appear within
propositions, although circular dependencies are disallowed. Negation, dis unction, and con unction
are represented with standard notation: , ,and . The modal operators S S ,
S ,and S are each parameterized y an action set, which is a possi ly empty, comma-
separated list of actions that may e preceded y a , the set complementation operator. Note that
the empty list denotes the empty set of actions conse uently, the notation (complemented empty
list) stands for the set of all actions. ecursi e formulas are gi en with the least ( ) and greatest
( ) fixpoint operators. arentheses may e used in the standard fashion to group su terms of a
proposition. The CTL operators use the standard notation as indicated in igure .1.



igure .1: yntax of a file




emantically, mu-calculus formulas are interpreted with respect to system states. ery state

satisfies , while no state satisfies . ormula ( ) holds of a state if one of
( oth of) and do. The _ and _ operators are modalities. state satisfies
_ if there exists a transition from the state and la eled y an action from  _  that leads
to a state satisfying , while it satisfies _ if e ery transition emanating from the state and
la eled y an element of _  satisfies . The and operators allow formulas to e defined
recursi ely, with and representing the least permissi e and most permissi e

solutions, respecti ely, to the e uation

The meaning of each CTL operator is defined in terms of the of an LT | which are the
maximal execution se uences in which the LT iscapa le of engaging. The elements of a computation
se uence are states that an LT passes through during execution. Let e an
LT . computation of a state i1s a se uence of states such that:

or ( and : )

Note that, unlike the traditional models for CTL, computations may e finite.
ach CTL operator has two components, the first of which is a uantifier indicating which
computations of a state the property eing formulated should hold for. f uantifieris |, then the
property should hold for all computations of the state, while if it is | then there should exist a
computation of the state for which the property holds.
The second component of a CTL operator is a descri ing a property of of compu-
tations, which are (maximal) execution se uences. Let e a computation.

holds of if holds for all

holds of if and  satisfies

holds of if . satisfies and : :  satisfies
olds of ifeit er does, or ( . satisfies ).

T e two components of a CTL formula com ine to allow one to express properties of t e com-
putations of an LT . or example, olds of an LT if for all computations its start state G

olds.

Ta le .1 descri es t e translation of CTL formulas into e w1 alent mu-calculus formulas. T e
treatment of finite (terminating) e a iors s ould e noted. Iso recall t at t e set indicated in
t e modal operators ( ) is t e complement of t e empty set, w ic of course is t e set of all
actions.



Ta le .1: u-calculus translation of t e CTL operators

igure . s ows se eral mu-calculus propositions w ic express properties t att e lternating Bit
rotocol model s ould (or s ould not) a e.

_ is true of a system if it may reac a deadlocked state.

_ is true of a system if, after a finite num er (possi ly ) of internal execution steps,
it may perform t e action.

_ is true of a system if, after a finite num er (possi ly ) of internal execution steps,

it may perform t e action.

_ _ o is true of a system if it is alwayst e case t at eit er _ or _
are true.

_ _ are true of a system if it may ne er perform two consecuti e actions
or two consecuti e actions.

GCTL* constitutes an extension of t e traditional temporal logic CTL* [1 ] t at is tailored for
reasoning a out systems w ose transitions are la eled y actions. ormulasin t e logic are often
easier to understand t an mu-calculus formulas, especially w en one is interested in expressing
fairness constraints. n t is section we introduce GCTL* and re iew t e CWB-NC s concrete
syntax for t e logic.

* (GCTL* ) extends CTL* y allowing formulas to constrain actions as well as
states. T e 1ig -le el syntax fort e logicisgi en elow, w ere is an atomic state proposition and
and is an atomic action proposition.



igure . : xample formulas

T e formulas generated y  are called state formulas, w ile t ose generated y  are called pat
formulas. T e state formulas constitute t e formulasof GCTL* . nw at follows we use
to range o er state formulas and to range o er pat formulas.

emantically, t e logic departs from traditional CTL* in two respects. irstly, t e pat s t at

pat formulas are interpreted o er a et e form , W ere t e are system states

and t e are actions, and t us contain actions as well as states. econdly, as systems may contain

deadlocked states some pro ision must e made for finite maximal pat s as models. T e GCTL*

semantics follows a standard con ention in temporal logic y allowing t e last state in a finite

maximal pat to loop to itself t e action component of t ese implicit transitions is assumed to
iolate all atomic action propositions

T e intuiti e semantics of t e operators are as follows.  state satisfies an atomic proposition
if t e interpretation function associated to atomic propositions indicates t is is t e case, w ile
t e state satisfies if it does not satisfy . T e operators and  represent con unction and
dis unction, respecti ely a state satisfies ( ) if it satisfies ot of (one of) and
inally, a state satisfies () if e ery execution (some execution) emanating from t e state
satisfies . egarding pat formulas, an execution satisfies a state formula if t e initial state in t e
execution does, and it satisfies if t e execution contains at least on transition and t e la el of t e
first transition on t e pat satisfies .  pat satisfies if eit er t e first transition on t e pat
isla eled y an action not satisfying ort e pat as no transitions. represents t e next-time
operator and ast e usual semantics w en t e pat 1s not deadlocked a pat satisfies
if t e pat satisfies .  deadlocked pat of form satisfies if  satisfies
olds of a pat if  remains true until ecomes true. T e constructor may et oug t of as
a release operator a pat satisfies if  remains true until releases t e pat fromt e
o ligation. T 1s operator is t e dual of t e until operator.

t er pat operators may e defined in terms of t e existing ones. T e always operator, ,
may e rendered as , t e e entually operator, , as , and t e weak until operator,

, as ( ).



s was t e case wit files, files consist of a se uences of proposition declarations of t e
form . igure .3 contains t e specification of t e concrete syntax for GCTL* . t
s ould enoted t at t e operators , , , etc. are keywords, and t at successi e keywords (as in
t e formula ) must e separated y spaces in order for t e parser to andle t em.

T e nonterminal corresponds to state formulas. T e only atomic state propositions are
(true) and  (false). tate formulas may t en e uilt up using negation (), dis unction ( )
con unction (), and implication (). T e modal operators _ and _ are deri ed we

return to t 1s point later. inally,t e pat wuantifiers and may e used to lift pat formulas
to state formulas.
at formulas are generated from t e nonterminal . ery state formula is a pat formula
in addition, are also pat formulas. nt e CWB-NC implementation atomic
action formulas a e form _ or _ t e former is satisfied y an action if
appears in t e gi en list, w ile t e second is satisfied y an action if t e action does not
appear in t e gi en list. pat satisfies one of t ese atomic action formulas if t e pat contains
at least one transition, and t e action la eling t e first transition satisfies t e action formula. or
implementation reasons negation can only e applied to atomic action pat formulas. T e notation
for suc a negated formulais o tained y prefixing a tilde, , to an atomic action formula. ts ould

enoted t at and aredi erent. orexample, a pat satisfies 1 et ert epat contains
no transition (i.e. t e first state is deadlocked) or if t e first transition is neit er  or . nt e
ot er and, a pat satisfies 1 t epat asa transition, and t e first transition is neit er
or . T eot er pat operators a et e o ious interpretations as specified a o e.

We now return to explaining ow - and - may e deri ed. T e translation is as

follows.
Because GCTL* includest e  operator, t e diamond modality must include a space etween
t e and

W at follows are a collection of sample GCTL* formulas.

ormula stipulates t at along e ery pat , w ene er a occurs a
action e entually follows. ormula weakens t is property y only re uiring
it to old along pat st at do not contain an infinite num er of internal actions. ne mays ow t at
t e former property does not old of t e lossy B example gi en in ection 3. . of C apter 3,
w ile t e latter does.
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